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Introduction

This guide describes the following product families from Foundry Networks:

* Fastlron GS and Fastlron LS Layer 2 and Base Layer 3 devices

o Fastlron X Series devices:

Fastlron Edge Switch X Series (FESX) Layer 2/Layer 3 switch

Fastlron Workgroup Switch X Series (FWSX) Layer 2 switch
Fastlron SuperX Switch (FSX) Layer 2/Layer 3 switch
Fastlron SX 800 and 1600 Layer 2/Layer 3 switch

Chapter 1
About This Guide

This guide includes procedures for configuring the software. The software procedures show how to perform tasks
using the CLI. This guide also describes how to monitor Foundry products using statistics and summary screens.

This guide applies to the following Fastlron models:

*  Fastlron Edge Switch X Series models:

Fastlron Edge Switch X424
Fastlron Edge Switch X424HF
Fastlron Edge Switch X424-POE
Fastlron Edge Switch X624
Fastlron Edge Switch X624E
Fastlron Edge Switch X624HF
Fastlron Edge Switch X624HFE
Fastlron Edge Switch X448
Fastlron Edge Switch X648
Fastlron Edge Switch X648E

e  Fastlron GS models:

Fastlron GS 624P
Fastlron GS 624XGP

March 2008
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* Fastlron GS 648P
*  Fastlron LS models:

e Fastlron LS 624

e Fastlron LS 648
e  Fastlron SuperX Switch
* Fastlron SX 800
*  Fastlron SX 1600

*  Fastlron Workgroup Switch X Series models:

*  Fastlron Workgroup Switch X424
e Fastlron Workgroup Switch X448

Device Nomenclature

This guide contains the terms Fastlron Edge Switch X Series, Fastlron SuperX Switch, Fastlron SX, Fastlron
GS, Fastlron LS, and Fastlron WorkGroup Switch X Series. Each term refers to a specific set of devices, as

shown in Table 1.1.

Table 1.1: Fastlron Family of Switches

This Name

Refers to These Devices

Fastlron GS (FGS)

FGS624P, FGS648P, and FGS624XGP models

Fastlron LS (FLS)

FLS624 and FLS648

Fastiron X Series:'

Fastlron Edge Switch X Series (FESX)

FESX424, FESX424HF, FESX424-POE,

FESX448, FESX624, , FESX624HF, FESX648

Fastlron SuperX Switch (FSX)

¢ Management Modules

FSX
e 400 MHz /256 MB
e 466 MHz/512 MB

Fastlron SX

¢ Management Modules

FSX 800 and FSX 1600
e 667 MHz/512 MB

Fastlron Workgroup Switch X Series
(FWSX)

FWSX424 and FWSX448 models

1. The Fastlron X Series product family includes compact switch models and chassis
models. The compact models are referred to as the FESX switches. The chassis sys-
tems are referred to as the Fastlron SX switches. The chassis systems have three mod-
els: Fastlron SuperX, Fastlron SX 800, and Fastlron SX 1600.

What’s Included in This Edition?

This edition describes the following software releases:

e  For the Fastlron GS products:
e 04.2.00

© 2008 Foundry Networks, Inc.
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e 04.1.00
* 04.0.00
e 03.2.00
e 03.1.00
¢ 03.0.00
e 02.6.00
e 02.5.00
e 02.4.00a

*  For the Fastlron LS products:

e 04.2.00
e 04.1.00
e 04.0.00

e 03.1.00 and 03.0.00

*  For the Fastlron Edge Switch X Series products:
e 04.0.01 (combined FESX/FSX/FSX 800/FSX 1600/FWSX release)
*  04.0.00 (combined FESX/FSX/FSX 800/FSX 1600/FWSX release)
* 03.2.00 (combined FESX/FSX/FSX 800/FSX 1600/FWSX release)
* 03.1.00 (combined FESX/FSX/FSX 800/FSX 1600/FWSX release)
e 03.0.01a-c (combined FESX/FSX/FSX 800/FSX 1600/FWSX release)
e 03.0.01 (combined FESX/FSX/FSX 800/FSX 1600/FWSX release)
e 03.0.00 (combined FESX/FSX/FSX 800/FSX 1600/FWSX release)
e 02.5.00 (combined FESX/FSX/FWSX release)
* 02.4.00 (combined FESX/FSX/FWSX release)
e 02.3.03 (combined FESX/FSX/FWSX release)
* 02.3.02 (combined FESX/FSX/FWSX release)
e 02.3.01 (combined FESX/FSX/FWSX release)
* 02.2.00 (combined FESX/FWSX release)

e 02.1.01
e 02.0.00
e 01.1.00
e 01.0.00

*  For the Fastlron SuperX Switch

NOTE: Software releases for FSX devices were combined with the FESX software releases starting with
FSX release 02.3.01.

e 022.01
e 022.00
e 02.1.00
e 02.0.01
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*  For the Fastlron Workgroup Switch X Series products:

NOTE: Software releases for FWSX devices were combined with the FESX software releases starting with
FESX release 02.2.00.

e 02.0.00

What’s New in this Edition

This edition describes the features in the following software release:

Summary of Enhancements in FGS Release 04.2.00

Layer 2 Enhancements in FGS 04.2.00

Feature Description See...
VSRP-Aware This enhancement introduces a new “VSRP-Aware Interoperability” on
Interoperability command for interoperability between FGS page 10-38

and FLS switches operating as VSRP-Aware
devices and Biglron RX and Netlron XMR
and Netlron MLX systems operating as
VSRP Master devices.

Management Enhancements in FGS 04.2.00

Feature Description See...

DHCP Client-Based Auto- | DHCP Client-Based Auto-Configuration allows | “DHCP Client-Based Auto-
Configuration FGS or FLS Layer 2 and Base Layer 3 devices | Configuration” on page 29-52
to automatically obtain leased IP addresses
through a DHCP server, negotiate address
lease renewal, and obtain a configuration file.
This feature is enabled automatically.

Security Enhancements in FGS 04.2.00

Feature Description See...

AES Encryption for SSH2 | With this release, Foundry SSHv2 will “AES Encryption for SSHv2” on
support the Advanced Encryption Standard page 41-2

(AES) data encryption methods, in addition to
the Triple Data Encryption Standard (3-DES)
from the previous releases.
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Audience

This guide is designed for network installers, system administrators, and resellers who will configure the software
for the Fastlron family of switches. This guide assumes a working knowledge of Layer 2 and Layer 3 switching and
routing concepts.

If you are using Layer 3 code, you should be familiar with the following protocols if applicable to your network — IP,
RIP, OSPF, BGP4, DVMRP, MBGP, IGMP, PIM, VRRP, and VRRPE.

Nomenclature

This guide uses the following typographical conventions to show information:

Italic highlights the title of another publication and occasionally emphasizes a word or phrase.
Bold highlights a CLI command.

Bold Italic  highlights a term that is being defined.

Underline  highlights a link on the Web management interface.

Capitals highlights field names and buttons that appear in the Web management interface.

NOTE: A note emphasizes an important fact or calls your attention to a dependency.

WARNING: A warning calls your attention to a possible hazard that can cause injury or death.

CAUTION: A caution calls your attention to a possible hazard that can damage equipment.

Related Publications

The following Foundry Networks documents supplement the information in this guide.

*  Foundry Fastlron X Series Chassis Hardware Installation Guide — provides hardware installation procedures
for the Fastlron chassis devices (FSX, FSX 800 and FSX 1600).

*  Foundry Fastlron Compact Switch Hardware Installation Guide — provides hardware installation procedures
for the Fastlron compact switches (FES, FESX, and FWSX).

e Foundry Fastiron GS Compact Layer 2 Switch Hardware Installation Guide — provides hardware installation
procedures for the Fastlron GS.

e Foundry Fastlron LS Compact Layer 2 Switch Hardware Installation Guide — provides hardware installation
procedures for the Fastlron LS.

*  Foundry Management Information Base Reference — contains the Simple Network Management Protocol
(SNMP) Management Information Base (MIB) objects supported on Foundry devices.

NOTE: For the latest edition of these documents, which contain the most up-to-date information, see Product
Manuals at kp.foundrynet.com.

Updates to Manuals

Manuals for this product may be updated between releases. For the latest edition of manuals, check the Foundry
Knowledge Portal at kp.foundrynet.com.
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How to Get Help or Report Errors

Foundry Networks is committed to ensuring that your investment in our products remains cost-effective. If you
need assistance, or find errors in the manuals, contact Foundry Networks using one of the following options:

Web Access

Go to kp.foundrynet.com and log in to the Knowledge Portal (KP) to obtain more information about a product, or to
report documentation errors. To report errors, click on Cases > Create a New Ticket.

E-mail Access
Send an e-mail to support@foundrynet.com

Telephone Access
1.877.TURBOCALL (887.2622) United States

1.408-207-1600 Outside the United States

Warranty Coverage

Contact Foundry Networks using any of the methods listed above for information about the standard and extended
warranties.
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Chapter 2
Getting Familiar with Management Applications

This chapter describes how to manage a Foundry device using the command line interface (CLI), the Web
management interface, and IronView Network Manager software.

Logging on through the CLI

Once an IP address is assigned to a Foundry device running Layer 2 software or to an interface on the Foundry
device running Layer 3 software, you can access the CLI either through the direct serial connection to the device
or through a local or remote Telnet session.

You can initiate a local Telnet or SNMP connection by attaching a cable to a port and specifying the assigned
management station IP address.

The commands in the CLI are organized into the following levels:
e User EXEC - Lets you display information and perform basic tasks such as pings and traceroutes.

*  Privileged EXEC — Lets you use the same commands as those at the User EXEC level plus configuration
commands that do not require saving the changes to the system-config file.

* CONFIG - Lets you make configuration changes to the device. To save the changes across reboots, you
need to save them to the system-config file. The CONFIG level contains sub-levels for individual ports, for
VLANS, for routing protocols, and other configuration areas.

NOTE: By default, any user who can open a serial or Telnet connection to the Foundry device can access all
these CLI levels. To secure access, you can configure Enable passwords or local user accounts, or you can
configure the device to use a RADIUS or TACACS/TACACS+ server for authentication. See the chapter “Securing
Access to Management Functions” on page 39-1.

On-Line Help

To display a list of available commands or command options, enter “?” or press Tab. If you have not entered part
of a command at the command prompt, all the commands supported at the current CLI level are listed. If you
enter part of a command, then enter “?” or press Tab, the CLI lists the options you can enter at this point in the
command string.

If you enter an invalid command followed by ?, a message appears indicating the command was unrecognized.
For example:

Fastlron(config)#rooter ip
Unrecognized command

March 2008 © 2008 Foundry Networks, Inc. 2-1



Foundry Fastlron Configuration Guide

Command Completion

The CLI supports command completion, so you do not need to enter the entire name of a command or option. As
long as you enter enough characters of the command or option name to avoid ambiguity with other commands or
options, the CLI understands what you are typing.

Scroll Control

By default, the CLI uses a page mode to paginate displays that are longer than the number of rows in your
terminal emulation window. For example, if you display a list of all the commands at the global CONFIG level but
your terminal emulation window does not have enough rows to display them all at once, the page mode stops the
display and lists your choices for continuing the display.

Here is an example:

aaa
all-client
appletalk
arp

boot

some lines omitted for brevity...

ipXx

lock-address

logging

mac

--More--, next page: Space, next line:
Return key, quit: Control-c

The software provides the following scrolling options:
*  Press the Space bar to display the next page (one screen at a time).
*  Press the Return or Enter key to display the next line (one line at a time).

*  Press Ctrl-C or Ctrl-Q to cancel the display.

Line Editing Commands

The CLI supports the following line editing commands. To enter a line-editing command, use the CTRL-key
combination for the command by pressing and holding the CTRL key, then pressing the letter associated with the

command.
Table 2.1: CLI Line Editing Commands
Ctrl-Key Combination Description
Ctrl-A Moves to the first character on the command line.
Ctrl-B Moves the cursor back one character.
Ctrl-C Escapes and terminates command prompts and ongoing tasks (such
as lengthy displays), and displays a fresh command prompt.
Ctrl-D Deletes the character at the cursor.
Ctrl-E Moves to the end of the current command line.
Ctrl-F Moves the cursor forward one character.
Ctrl-K Deletes all characters from the cursor to the end of the command line.
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Table 2.1: CLI Line Editing Commands (Continued)

Ctrl-Key Combination Description

Ctrl-L; Ctrl-R Repeats the current command line on a new line.

Ctrl-N Enters the next command line in the history buffer.

Ctrl-P Enters the previous command line in the history buffer.
Ctrl-U; Ctrl-X Deletes all characters from the cursor to the beginning of the

command line.

Ctrl-w Deletes the last word you typed.

Ctrl-zZ Moves from any CONFIG level of the CLI to the Privileged EXEC level;
at the Privileged EXEC level, moves to the User EXEC level.

Using Slot and Port Numbers with CLI Commands

NOTE: The Fastlron GS running software release 02.5.00 and later use stack, slot, and port numbers. See “Port
Nomenclature on the Fastlron GS and Fastlron LS” on page 2-3.

Many CLI commands and displays use port numbers, or slot numbers with port numbers. The ports are labelled
on the front panel of the device.

The FSX uses chassis-based port numbering which consists of a slot number and a port number. When you enter
CLI commands on the FSX, you must specify both the slot number and the port number. The FESX and FWSX
devices do not use this type of numbering. When you enter commands on these devices, just specify the port
number. The slot numbers used in the FSX CLI examples apply only to Chassis devices.

Here is an example. The following commands change the CLI from the global CONFIG level to the configuration
level for the first port on the device.

¢ FSX commands:

FastIron(config)#interface e 1/1
FastIron(config-if-1/1)#

e FESX and FWSX commands:

FastIron(config)#interface el
FastIron(config-if-e1000-1)#

Port Nomenclature on the Fastlron GS and Fastlron LS
Platform Support:

e FGS and FLS devices running software release 02.5.00 and later

The CLI uses stack- and chassis-based port numbering. Stacking is not currently supported for the Fastlron GS
and Fastlron LS, although the CLI supports the stack/slot/port nomenclature used with stacking technology. Full
stacking port nomenclature is supported for all Fastlron GS and Fastlron LS devices.

Stack, Slot, and Port Numbers
Platform Support:

* FGS and FLS devices running software release 02.5.00 and later
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When you enter CLI commands that include the port number as part of the syntax, you will need to specify the
stack number (0 in current releases), the slot number, and the port number.

The slot and port numbers are labelled on the front of the FGS624XGP, FGS624XGP-POE, and other Fastlron
GS models that are shipped in accordance with the new port numbering scheme. For older Fastlron GS models,
an upgrade label kit is available.

FGS624P and FGS624P-POE

Figure 2.1 shows port numbers on the FGS624P and FGS624P-POE models as they appeared prior to release
02.5.00.

Figure 2.1 FGS624P and FGS624P-POE Port Numbers (Prior to Release 02.5.00)
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Figure 2.2 shows slot and port numbers on the FGS624P and FGS624P-POE models as they appear after
release 02.5.00.

Figure 2.2 FGS624P and FGS624P-POE Slot and Port Numbers (Release 02.5.00 and later)
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Table 2.2 shows a comparison of the old and new port numbers.

Table 2.2: Port Numbers on the FGS624P and FGS624P-POE

Port Type Port Numbers in Pre- Port Numbers Starting
Release 02.5.00 in Release 02.5.00
(Stack/Slot/Port)
GbE Copper and Fiber 1-24 0/1/1 — 0/1/24
10-GbE 25 0/2/1
10-GbE 26 0/2/2

© 2008 Foundry Networks, Inc.
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FGS648P and FGS648P-POE

Figure 2.3 shows the pre-release 02.5.00 port numbers on the FGS648P and FGS648P-POE.

Figure 2.3

FGS648P and FGS648P-POE Port Numbers (Pre-Release 02.5.00)
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Figure 2.4 shows the new slot and port numbers in release 02.5.00 on the FGS648P and FGS648P-POE.

Figure 2.4
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Table 2.3 shows a comparison of the old and new port numbers.

Table 2.3: Port Numbers on the FGS648P and FGS648P-POE

Port Type Port Numbers in Pre- Port Numbers Starting
Release 02.5.00 in Release 02.5.00
(Stack/Slot/Port)
GbE Copper and Fiber 1-48 0/1/1 —0/1/48
10-GbE 49 0/21
10-GbE 50 0/2/2
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FGS624XGP and FGS624XGP-POE
Figure 2.5 shows the slot and port numbers on the FGS624XGP and FGS624XGP-POE.

Figure 2.5
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Table 2.4 shows the port numbers.

Table 2.4: Port Numbers on the FGS624XGP and FGS624XGP-POE-POE

Port Type Port Numbers
(Stack/Slot/Port)

GbE Copper and Fiber 0/1/1 —0/1/48

2-port 10-GbE (left-most port) 0/2/1

2-port 10-GbE (right-most-port) | 0/2/2

1-port 10-GbE 0/3/1

Using the Fastiron GS Port Nomenclature

Platform Support:

FGS and FLS devices running software release 02.5.00 and later

When you enter a CLI command that includes the port number as part of the syntax, you must use the stack/slot/
port number format. For example, the following commands change the CLI from the global CONFIG level to the
configuration level for the first port on the device.

Fastlron GS commands prior to release 02.5.00:

FGS624 (config) #interface e 1
FGS624 (config-if-e1000-1)#

Fastlron GS commands starting in release 02.5.00:

FGS624 (config) #interface e 0/1/1
FGS624 (config-if-e1000-0/1/1)#

Syntax: ethernet <stacknum>/<slotnum>/<portnum>

© 2008 Foundry Networks, Inc.
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The <stacknum> parameter is required on Fastlron GS devices running software release 02.5.00 or later.

The <slotnum> parameter is required on chassis devices and on Fastlron GS devices running software release
02.5.00 or later.

The <portnum> parameter is a valid port number.

Searching and Filtering Output from CLI Commands

You can filter CLI output from show commands and at the --More-- prompt. You can search for individual
characters, strings, or construct complex regular expressions to filter the output.

Searching and Filtering Output from Show Commands

You can filter output from show commands to display lines containing a specified string, lines that do not contain
a specified string, or output starting with a line containing a specified string. The search string is a regular
expression consisting of a single character or string of characters. You can use special characters to construct
complex regular expressions. See “Using Special Characters in Regular Expressions” on page 2-9 for information
on special characters used with regular expressions.

Displaying Lines Containing a Specified String
The following command filters the output of the show interface command for port 3/11 so it displays only lines
containing the word “Internet”. This command can be used to display the IP address of the interface.

Fastlron#show interface e 3/11 | include Internet
Internet address is 192.168.1.11/24, MTU 1518 bytes, encapsulation ethernet

Syntax: <show-command> | include <regular-expression>

NOTE: The vertical bar ( |) is part of the command.

Note that the regular expression specified as the search string is case sensitive. In the example above, a search
string of “Internet” would match the line containing the IP address, but a search string of “internet” would not.

Displaying Lines That Do Not Contain a Specified String

The following command filters the output of the show who command so it displays only lines that do not contain
the word “closed”. This command can be used to display open connections to the Foundry device.

Fastlron#show who | exclude closed

Console connections:
established
you are connecting to this session
2 seconds in idle

Telnet connections (inbound):

1 established, client ip address 192.168.9.37

27 seconds in idle

Telnet connection (outbound):

SSH connections:

Syntax: <show-command> | exclude <regular-expression>
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Displaying Lines Starting with a Specified String

The following command filters the output of the show who command so it displays output starting with the first line
that contains the word “SSH”. This command can be used to display information about SSH connections to the
Foundry device.

Fastlron#show who | begin SSH
SSH connections:
1 established, client ip address 192.168.9.210
7 seconds in idle
closed
closed
closed
closed

b wWN

Syntax: <show-command> | begin <regular-expression>
Searching and Filtering Output at the --More-- Prompt

The --More-- prompt displays when output extends beyond a single page. From this prompt, you can press the
Space bar to display the next page, the Return or Enter key to display the next line, or Ctrl-C or Q to cancel the
display. In addition, you can search and filter output from this prompt.

At the --More-- prompt, you can press the forward slash key (/) and then enter a search string. The Foundry
device displays output starting from the first line that contains the search string, similar to the begin option for
show commands. For example:

--More--, next page: Space, next line: Return key, quit: Control-c
/telnet

The results of the search are displayed:

searching. ..
telnet Telnet by name or IP address
temperature temperature sensor commands
terminal display syslog
traceroute TraceRoute to IP node
undebug Disable debugging functions (see also "debug”®)
undelete Undelete flash card files
whois WHOIS lookup
write Write running configuration to flash or terminal

To display lines containing only a specified search string (similar to the include option for show commands) press
the plus sign key ( + ) at the --More-- prompt and then enter the search string.

--More--, next page: Space, next line: Return key, quit: Control-c
+telnet

The filtered results are displayed:

filtering...
telnet Telnet by name or IP address
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To display lines that do not contain a specified search string (similar to the exclude option for show commands)
press the minus sign key ( - ) at the --More-- prompt and then enter the search string.

--More--, next page: Space, next line: Return key, quit: Control-c
-telnet

The filtered results are displayed:

filtering...
temperature temperature sensor commands
terminal display syslog
traceroute TraceRoute to IP node
undebug Disable debugging functions (see also "debug”®)
undelete Undelete flash card files
whois WHOIS lookup
write Write running configuration to flash or terminal

As with the commands for filtering output from show commands, the search string is a regular expression
consisting of a single character or string of characters. You can use special characters to construct complex
regular expressions. See the next section for information on special characters used with regular expressions.

Using Special Characters in Regular Expressions

You use a regular expression to specify a single character or multiple characters as a search string. In addition,
you can include special characters that influence the way the software matches the output against the search
string. These special characters are listed in the following table.

Table 2.5: Special Characters for Regular Expressions

Character Operation

The period matches on any single character, including a blank space.

” TS

For example, the following regular expression matches “aaz”, “abz”, “acz”, and so on, but
not just “az”™

a.z

* The asterisk matches on zero or more sequential instances of a pattern.

For example, the following regular expression matches output that contains the string
“abc”, followed by zero or more Xs:

abcX*

+ The plus sign matches on one or more sequential instances of a pattern.

For example, the following regular expression matches output that contains "de", followed

[P’}

by a sequence of “g’s, such as “deg”, “degg”, “deggg”, and so on:

deg+
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Table 2.5: Special Characters for Regular Expressions (Continued)

Character Operation

? The question mark matches on zero occurrences or one occurrence of a pattern.
For example, the following regular expression matches output that contains "dg" or "deg":
de?g

Note: Normally when you type a question mark, the CLI lists the commands or options at
that CLI level that begin with the character or string you entered. However, if you enter Ctrl-
V and then type a question mark, the question mark is inserted into the command line,
allowing you to use it as part of a regular expression.

N A caret (when not used within brackets) matches on the beginning of an input string.
For example, the following regular expression matches output that begins with “deg”:

deg

$ A dollar sign matches on the end of an input string.
For example, the following regular expression matches output that ends with “deg:
deg$

An underscore matches on one or more of the following:
¢ ,(comma)
e { (left curly brace)
e} (right curly brace)
¢ ( (left parenthesis)
e ) (right parenthesis)
* The beginning of the input string
e The end of the input string
e Ablank space

For example, the following regular expression matches on “100” but not on “1002”, “2100”,
and so on.

_100_

[ Square brackets enclose a range of single-character patterns.

For example, the following regular expression matches output that contains “1”, “2”, “3”,
“411, or “5!7:

(1-8]

You can use the following expression symbols within the brackets. These symbols are
allowed only inside the brackets.

e A —The caret matches on any characters except the ones in the brackets. For
example, the following regular expression matches output that does not contain “17,

“211, H3”’ H4H, or “57’:
(*1-5]
e - The hyphen separates the beginning and ending of a range of characters. A match

occurs if any of the characters within the range is present. See the example above.
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Table 2.5: Special Characters for Regular Expressions (Continued)

Character Operation

| A vertical bar separates two alternative values or sets of values. The output can match
one or the other value.

For example, the following regular expression matches output that contains either “abc” or
“defg™

abcldefg

() Parentheses allow you to create complex expressions.

For example, the following complex expression matches on “abc”, “abcabc”, or “defg”, but
not on “abcdefgdefg”:

((abc)+)I((defg)?)

If you want to filter for a special character instead of using the special character as described in the table above,
enter “\’ (backslash) in front of the character. For example, to filter on output containing an asterisk, enter the
asterisk portion of the regular expression as “\*”.

Fastlron#show ip route bgp | include \*

Creating an Alias for a CLI Command
Platform Support:

* FGS and FLS devices running software release 03.0.00 and later
*  FESX/FSX/FWSX devices running software release 03.2.00 and later

You can create aliases for CLI commands. An alias serves as a shorthand version of a longer CLI command. For
example, you can create an alias called shoro for the CLI command show ip route. Then when you enter shoro
at the command prompt, the show ip route command is executed.

To create an alias called shoro for the CLI command show ip route, enter the following command:
Fastlron(config)#alias shoro = show ip route

Syntax: [no] alias <alias-name> = <cli-command>

The <alias-name> must be a single word, without spaces.

After the alias is configured, entering shoro at either the Privileged EXEC or CONFIG levels of the CLI, executes
the show ip route command.

To create an alias called wrsbc for the CLI command copy running-config tftp 10.10.10.10 test.cfg, enter the
following command:

Fastlron(config)#alias wrsbc = copy running-config tftp 10.10.10.10 test.cfg
To remove the wrsbc alias from the Foundry device’s configuration, enter one of the following commands:
Fastlron(config)#no alias wrsbc

or

Fastlron(config)#unalias wrsbc

Syntax: unalias <alias-name>

The specified <alias-name> must be the name of an alias already configured on the Foundry device.

To display the aliases currently configured on the Foundry device, enter the following command at either the
Privileged EXEC or CONFIG levels of the CLI:

Fastlron#alias

March 2008 © 2008 Foundry Networks, Inc. 2-11



Foundry Fastlron Configuration Guide

wrsbc copy running-config tftp 10.10.10.10 test.cfg
shoro show ip route

Syntax: alias
Configuration Notes

*  You cannot include additional parameters with the alias at the command prompt. For example, after you
create the shoro alias, shoro bgp would not be a valid command.

* If configured on the Foundry device, authentication, authorization, and accounting is performed on the actual
command, not on the alias for the command.

e To save an alias definition to the device’s startup-config file, use the write memory command.

Logging On through the Web Management Interface

To use the Web management interface, open a web browser and enter the IP address of the Foundry device’s
management port in the Location or Address field. The web browser contacts the Foundry device and displays a
Login panel, such as the one shown below for the FESX.

Figure 2.6 Web Management Interface Login Panel

FastIron Edge X424 Hybrid Fiber

Login

NOTE: |If you are unable to connect with the device through a Web browser due to a proxy problem, it may be
necessary to set your Web browser to direct Internet access instead of using a proxy. For information on how to
change a proxy setting, refer to the on-line help provided with your Web browser.

To log in, click on the Login link. The following dialog box is displayed.

Figure 2.7 Web Management Interface Login Dialog

Enter Network Password EHE

% Fleaze type vour uzer name and password.
Site: 209.157.221

Fealm ‘web Management

User Mame Iset

Password I *******

[T Save this password in pour password list

()8 I Cancel |

The login username and password you enter depends on whether your device is configured with AAA
authentication for SNMP. If AAA authentication for SNMP is not configured, you can use the user name “get” and
the default read-only password “public” for read-only access. However, for read-write access, you must enter “set”
for the user name, and enter a read-write community string you have configured on the device for the password.
There is no default read-write community string. You must add one using the CLI.

As an alternative to using the SNMP community strings to log in, you can configure the Foundry device to secure
Web management access using local user accounts or Access Control Lists (ACLs).
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Navigating the Web Management Interface

When you log into a device, the System configuration panel is displayed. This panel allows you to enable or
disable major system features. You can return to this panel from any other panel by selecting the Home link.
The Site Map link gives you a view of all available options on a single screen.

Figure 2.8 displays the first Web management interface panel for Layer 3 Switch features, while Figure 2.9
displays the first panel for Layer 2 Switch features. These panels allow you to configure the features supported by
the Layer 3 Switch and Layer 2 Switch software.

Figure 2.8 First Panel for Layer 3 Switch Features
Foundry
’ Hetwworks .
i Tdentification | Policy Based VLANs V¥ Port
Spanning Tree & Disable © Enable [T Single M Fast
B FESK424F+2XG F IP Address QOS © Strict & Weighted
=@ Monitor o L2 Switching © Disable © Enable
'% 80”f'gured OSPF & Disable © Enable
e
& Comman NTP RIP @ Disable C Enable
DVMRP & Di e
MAC Filter Dizable Enable
PIM & Disable ¢ Enable
Max-Parareter BGP & Disable ¢ Enable Local AS ID
VERP & Ij e
RADIUS Dizable Enable
VRRP-E & Dizable  Enable
TACACS VSRP ¢ Disable & Enable
Advance... APP'Y' Resetl
Ilanagement
[Heme[Site Wap [Logout][ Save [Frame Enable[Disable [TELNET]
Fi—— B
& ’_’_’_ # Internet

NOTE: If you are using Internet Explorer 6.0 to view the Web management interface, make sure the version you
are running includes the latest service pack(s). Otherwise, the navigation tree (the left-most pane in Figure 2.8)
will not display properly. For information on how to load the latest service pack(s), refer to the on-line help
provided with your Web browser.

Figure 2.9 First Panel for Layer 2 Switch Features
)y Foundry
Hetworks |Identiﬁcation
IE Address Policy Based VLANs ¥ Port
@ FESX?24F+2XGF Clock Spanning Tree & Disable © Enable [T Single ¥ Fast
=i Mom_tor NTP QOS € Stict & Weighted
& Configure MAC Filter 1.2 Switching C Disable @ Enable

=g Command
a Mlaz-Parameter RIP & Disable ¢ Enable

RADITS Advance... AF’F"Y' Resetl
TACACS

Ilanagement

[Heme[Site Wap [Logout][ Save [Frame Enable[Disable [TELNET]
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NOTE: |If you are using Internet Explorer 6.0 to view the Web management interface, make sure the version you
are running includes the latest service pack(s). Otherwise, the navigation tree (the left-most pane in Figure 2.8)
will not display properly. For information on how to load the latest service pack(s), refer to the on-line help
provided with your Web browser.

The left pane of the Web management interface window contains a “tree view,” similar to the one found in
Windows Explorer. Configuration options are grouped into folders in the tree view. These folders, when
expanded, reveal additional options. To expand a folder, click on the plus sign to the left of the folder icon.

You can configure the appearance of the Web management interface by using one of the following methods.

Using the CLI, you can modify the appearance of the Web management interface with the web-management
command.

To cause the Web management interface to display the List view by default:
Fastlron(config)#web-management list-menu

To disable the front panel frame:

Fastlron(config)#no web-management front-panel

When you save the configuration with the write memory command, the changes will take place the next time you
start the Web management interface, or if you are currently running the Web management interface, the changes
will take place when you click the Refresh button on your browser.

USING THE WEB MANAGEMENT INTERFACE

1. Click on the plus sign next to Configure in the tree view to expand the list of configuration options.

2. Click on the plus sign next to System in the tree view to expand the list of system configuration links.

3. Click on the plus sign next to Management in the tree view to expand the list of system management links.
4

Click on the Web Preference link to display the Web Management Preferences panel.
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(Tree View shown)

Menu Frame

Enable or disable elements on the Web management interface by clicking on the appropriate radio buttons on
the panel. The following figure identifies the elements you can change.
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NOTE: The tree view is available when you use the Web management interface with Netscape 4.0 or higher
or Internet Explorer 4.0 or higher browsers. If you use the Web management interface with an older browser,
the Web management interface displays the List view only, and the Web Management Preferences panel
does not include an option to display the tree view.

When you have finished, click the Apply button on the panel, then click the Refresh button on your browser to
activate the changes.

To save the configuration, click the plus sign next to the Command folder, then click the Save to Flash link.

NOTE: The only changes that become permanent are the settings to the Menu Type and the Front Panel
Frame. Any other elements you enable or disable will go back to their default settings the next time you start
the Web management interface.

Logging on Through IronView Network Manager

See the Foundry IronView® Network Manager - IronPoint Edition User Guide for information about using IronView
Network Manager.
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Chapter 3
Feature Highlights

FESX, FSX, FSX 800, and FSX 1600 devices support many of the applicable system-level, Layer 2, and Layer 3
features supported on the Biglron chassis devices. FGS and FLS devices support system-level, Layer 2 and Base
Layer 3 features. FWSX devices support system-level and Layer 2 features only. The features that are available
depend on the type of software image the device is running. You can run one of the following types of software
images on these devices:

e Layer 2 (supported on all models)

e Base Layer 3 (supported on the FESX, FSX, FSX 800, FSX 1600, FGS and FLS)

e Full Layer 3 (supported on FESX, FSX, FSX 800, and FSX 1600 premium models only)
This chapter contains information under the following headings:

e “Supported Features” on page 3-2

e “Unsupported Features” on page 3-17

e “Supported IPv6 Management Features” on page 3-18

Table 3.1 lists the software that is loaded into the device’s primary and secondary flash areas at the factory. All the
flash images are included on the CD-ROM shipped with the device.

Table 3.1: Default Software Loads

Model Software Images
Primary Flash Secondary Flash
All FESX, FSX, FSX 800, and FSX 1600 Layer 2 Base Layer 3
non-premium models
All FESX, FSX, FSX 800, and FSX 1600 Full Layer 3 Layer 2
premium models
All FWSX models Layer 2 Layer 2
All FGS models Layer 2 Base Layer 3
All FLS models Layer 2 Base Layer 3
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Supported Features

Supported Management Features

Table 3.2 lists the management features that are supported for the Fastlron platforms.

Table 3.2 lists the feature highlights in the Fastlron X Series, FLS, and FGS software.

Table 3.2: Supported Management Features

Category, Description, and Configuration Notes

Supported on

FESX, FSX, FSX 800, | FGS, FLS
FSX 1600, FWSX
AAA support for console commands X
Access Control Lists (ACLs) for controlling management access X X
DHCP Client-Based Auto-Configuration X
Combined DSCP and internal marking in one ACL rule X
DSCP Mapping for values 1 through 8 X X
Configuring an interface as the source for all TFTP, Syslog, and X
SNTP packets
Disabling TFTP Access X
IPv6 management X
IronView Network Manager (optional standalone and HP X X
OpenView GUI)
P-Bridge and Q-Bridge MIBs - RFC 2674 X X
Port flap dampening X X
Remote monitoring (RMON) X X
Retaining Syslog messages after a soft reboot X
sFlow X X
e RFC 3176
e Forinbound traffic only
e 802.1X username export support for encrypted and non-
encrypted EAP types
Serial and Telnet access to industry-standard Command Line X X
Interface (CLI)
Show log on all terminals X X
SNMP v1,v2,v3 X X
SNMP V3 traps X X
SNTP over IPv6 X X
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Table 3.2: Supported Management Features (Continued)

Category, Description, and Configuration Notes

Supported on

FESX, FSX, FSX 800, FGS, FLS
FSX 1600, FWSX

Specifying the maximum number of entries allowed in the X

RMON Control Table

Specifying which IP address will be included in a DHCP/BOOTP X

reply packet

Traffic counters for outbound traffic X

Web-based GUI X X
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Supported Security Features

Table 3.3 lists the supported security features for Fastlron products.

Table 3.3: Supported Security Features

Supported on

Category, Description, and Configuration Notes FESX, FSX, FGS, FLS
FSX 800,
FSX 1600, FWSX
802.1X port security X X
Access Control Lists (ACLs) for filtering transit traffic X X
e Support for inbound ACLs only. These devices do not
support outbound ACLs.
Address locking X X
AES Encryption for SSH v2 X X
Authentication, Authorization and Accounting (AAA) X X
¢ RADIUS, TACACS/TACACS+
Denial of Service (DoS) protection X X
e TCP SYN Attacks and ICMP Attacks
DHCP Snooping X
802.1X dynamic assignment for ACL, MAC filter, and VLAN X X
Dynamic ACLs with Multi-Device Port Authentication X X
Dynamic ARP Inspection X
EAP Pass-through Support X X
Enhancements to username and password X X
HTTPS X X
IP Source Guard X
Layer 2 MAC filtering X X
e  Filtering on source and destination MAC addresses
Local passwords X X
MAC authentication password override X X
MAC filter override of 802.1X X X
Ability to disable MAC Learning X X
MAC port security X X
Multi-device port authentication X X
Multiple-device port authentication with dynamic VLAN X X
assignment
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Table 3.3: Supported Security Features (Continued)

Supported on

Category, Description, and Configuration Notes FESX, FSX, FGS, FLS
FSX 800,
FSX 1600, FWSX
MAC authentication RADIUS timeout action X X
802.1X authentication RADIUS timeout action X X
Secure Copy (SCP) X X
Secure Shell (SSH) v2 X X
Packet filtering on TCP Flags X
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Supported System Level Features

Table 3.4 lists the supported system features for Fastlron products.

Table 3.4: Supported System Level Features

Supported on

Category, Description, and Configuration Notes FESX, FSX, FGS, FLS
FSX 800,
FSX 1600,
FWSX
10/100/1000 port speed X X
16,000 MAC addresses per switch X X
802.3ad link aggregation (dynamic trunk groups) X X

e Foundry ports enabled for link aggregation follow the same rules as
ports configured for trunk groups. See “Trunk Group Rules” on

page 13-3.
ACL-based mirroring X X
ACL-based rate limiting X X

e The Fastlron X Series devices support ACL-based fixed and
adaptive rate limiting on inbound ports

e The FGS and FLS devices support ACL-based fixed rate limiting on
inbound ports

ACL filtering based on VLAN membership or VE port membership X

ACL logging of denied packets X

* ACL logging is supported for denied packets, which are sent to the
CPU for logging

e ACL logging is not supported for permitted packets

*  Packets that are denied by ACL filters are logged in the Syslog based
on a sample time-period.

ACL statistics X

ACLs to filter ARP packets X

Alias Command X X
Asymmetric flow control X X
* Responds to flow control packets, but does not generate them.

Auto MDI/MDIX X X
Auto-negotiation X X
Automatic removal of Dynamic VLAN for 802.1X ports X
Broadcast, multicast, and unknown-unicast rate limiting X X
Boot and reload after 5 minutes at or above shutdown temperature X X
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Table 3.4: Supported System Level Features (Continued)

Category, Description, and Configuration Notes

Supported on

FESX, FSX,
FSX 800,
FSX 1600,
FWSX

FGS, FLS

DiffServ support

Digital optical monitoring

Displaying interface names in Syslog

Displaying TCP/UDP port numbers in Syslog messages

Dynamic buffer allocation

Fixed rate limiting

e The FESX, FSX, FSX 800, FSX 1600, and FWSX, and FESX6
support:

* Port-based rate limiting on inbound ports

e Fixed rate limiting is not supported on 10-Gigabit Ethernet po